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MD5 bebdedces2fb9add429d36fad4c11148e

SHA-1 183881f00a69eb9e2b94e64c871e0dd197d722dd

Authentihash ae0b9e56744f92fbbreedccacfbd430072ea13efof144737297f6003b2d2766
Imphash 5f9c0494ad15fdbf575716a7f38ae24f

File Type Win32 EXE

Magic PE32 executable for MS Windows (GUI) Intel 80386 32-bit

SSDeep 6144:kIKDVItCox0/4judQqXrm25gUz6XGIVuDFzcTI2: kIWCEXS52DUzeXGfuds

TRID Win64 Executable (generic) (61.7%)
Win32 Dynamic Link Library (generic) (14.6%)
Win32 Executable (generic) (10%)
05/2 Executable (generic) (4.5%)
Generic Win/DOS Executable (4.4%)

File Size 308.63 KB
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_ﬂ‘ 50 engines detected this file Gl
e, SHA-256 SiabfffiFa 527 8bf3c0 Shba' B545a83daZadfbefe3 4008803525 4ba2b24 308
EX| F tablapeg
F 30863 KB
':50 7 69 Li -., - :x\Jm-lz-uomnzm uTC
Detection Details e Beohavior community ()
Ad-Aware AA Tl GeneickD 31 205025 AhnLab-vE ¥ Y Mot C275
AlYac A& Trofan Trickster Gen Anthy-AWL A TrojniBar Win
Arcabit A TrianGeneic D1005F2 Avast A v g
AV A WinzzMahware-ger Avira F Ll
BitDefender A& Trojar 285025 Bhav F i
CAT-QusichHeal A o ClamAy A
Comodo A MatwareadenTubskpy CrowdStrike Falcon F
Cylance A unsate Cyren A\ v Downlnaden EEC
Drweb AA Troian DownLosdes 271 0520 Ersisoft A 31 2856
Endgame A anfidence: eScan A I\ 31285
ESET-NODE? A Wi TacBaLAx F-Prot A W3 DewnlarIABI
F-Secure A TrojanGenerickn 31285025 Fortinet A Wazricks I
Ghaia A w " Bot HKEAIH Ikarus A o
Jiangmin A Trosan Barker Trickste: o KPAntiVirus F
HIGW A Trojan (0053cfe7 Haspersiy F 2T
Malwarabybis n Tregan kot M Al a il
Mchfee GW-Edition . Microzoft F Mer 3
HAND. Antivirus A Falo Alto Networks F
Panda A Qihoo-360 B s Trogar
Rising A i Saphos AV A TrouTrickb
Symantec A oo Trapmine Ay atcious gt
TrendMicro AA TSFY_TRICKBOTTICABEAM TrendMicro-Houselall 7557 THICKRD BEAM
VBA3Z A& TrojanBanker Trickstor ViRobat A serwareig A
Webroot n W32 Trojan Trickbot Yandex A ¥ PG Tricksh
Zillya A Trojan Tricksterwina2 1109 Zonedlarm F an 31T

{1'T 12ydzadz TFNIXNIP &F1TPtPYP clfPOGPNINI] &A:?
Trickbotl NI NI P &1 Pt PYPYP (dz t | yPOP KSaloP AfS cel P
OANJ LINP&Sa | fGPYRI cel f POYLF&F o010t RPEPYP 3l NNfYS
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Hacker View Took Usen Help
4% Refresh (; Options | @) Find handles or DiLs ¢ System information | ) (g X
Frocesses | Sevces | Netwerk | Duk
P> CPU VO total rate Private bytes User name Descrption
0 8488 0 NT AUTHORITV\SYSTEM
26 123MEB  NT AUTHORITY\SYSTEM Chient Server Runtime Process
Ha 016 1285 I533ME NT AUTHORITY\SYSTEM Client Server Runtime Process
3% 856 kB NT AUTHORITY\SYSTEM Windows Start-Ugp Application
52 003 386 MB NT AUTHORITY.\SYSTEM Services and Controlles spp
516 239 ME  NT AUTHORITY\SYSTEM Host Process for Windows Ser...
L2 900 kB NT AUTHORITY\SYSTEM VMware Actwvation Helper
&80 224 ME  NT AUTHORITYANETWORK SERVICE  Host Process for Windows Ser...
760 0,02 S128/% 927 MB NT AUTHORITY\LOCAL SERVICE Host Process for Windows Ser...
B 339MB  NT AUTHORITY\SYSTEM Host Process for Windows Ser...
a2 1441 ME  NT AUTHORITY\SYSTEM Host Process for Windows Ser...
48 940 kB NT AUTHORITY\SYSTEM Task Schedules Engine
* ° swchost.exe = 6,27 MB NT AUTHORITV\LOCAL SERVICE Host Process for Windows Ser...
* 7 swchost.exe 1072 1014 MB  NT AUTHORITYANETWORK SERVICE  Most Process for Windows Ser...
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5 Msnetcs Running Multiple triggers defined

| General | Triggers Actions | Conditions l Settings l History (disabled) |

When you create a task, you must specify the action that will occur when your task start]

Action Details
Start a program C\Users\user\AppData\Roaming\VsCard\tsickbot.exe

Name Status Tnggers Nest Run Teme Last Run Result  Author

(38000823-4639-4213-8629-5FDIBIFEB00F) Ready o
Adobe Acrobat Update Task nggers defined
GoogleUpdateT askMachineCore Dusabled Multiple tnggers defined 111.2018 110416  (D0)
GoogleUpdateTaskMachineUA Disabled At 23:38 every day - After triggered, repest every 1 hout for a duration of 1 day 21112018 143846  00)

5 Msnetcs Running Multiple tnggers defined B122018151531 25122018 1505:31  (DS004131F)

00)
0000 00) Adobe

General  Triggers | Actions | Conditions | Settings | History (disabled)

When you create a task, you can specify the conditions that will tngger the task. To change these tnggers, open the task property pages using the Properties command.

Trgger Detadts Status
At startup At system startup Enabled
One time AL 1505 on 25.12.2018 - After triggered, repeat every 10 minutes for a durstion of 415.15:5900. Enabled
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Name

| pwgrab6d
| injectDllg4
__| systeminfol
| shareDlig4

| wormDllg4

| mailsearchersd

-

019 16:50 File
A File
64— File

Type

File

oy 2 File

3:30 File

File
File

] networkDII&ai'______‘&_‘ﬁ—‘ 5

. decoded

- N

. pwgrab64_configs
. injectDIIg4_configs
. mailsearcherdd_configs
. psfing4_configs

networkDIIG4_configs

20/05/2019 00:43 File folder

Qi crev- v cronseramecrs

19/05/2019 13:43 File folder
10/05/2019 13:40 File folder

-5 20191340 File folder

19/05/2019 13:38 File folder

1.275KB
621 KB

21 KB
13 KB
55 KB
22 KB
28 KB
23 KB

8,743 KB

» Computer » Local Disk (C:) » Users » user » AppData » Roaming » VsCard »

Organize v

= Open

-

" Favorites
Bl Deskiop
& Downloads

+| Recent Places

Share with +

Data
settings.ini

® | tsickbot.exe

New folder
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5.104.41.188 31.179.162.86 42.115.91.177 47.49.168.50
54.39.167.242 62.141.94.107 68.109.83.22 69.57.26.30
71.13.140.89 71.94.101.25 91.235.128.186 94.232.20.113
107.175.127.147 115.78.3.170 149.154.71.206 158.69.177.176

185.251.39.106

187.190.249.230

195.54.163.91

197.232.50.85

198.100.157.163

207.140.14.141




Hacker View Tools Users Help

Refresh 3 Options Find handles or DLLs System information Search Processes (Ctrl+K)
& Upt !
Processes | Senvices | Network | Disk
ome D CPU 1otold B Results - sichostexe (3068)
1 officeclicktorun.exe 1232 {7 Results - suchostexe (3068)
=7 Sysmon. exe 1456 -
27 vGAuthsemvice exe 1532 B Results - svchost.exe (3068)
[ vmtoolsd.exe 158 002
27 svehost.exe 1816 A | ttrests
|=:I (LEsieR i Address Length Regult Y
o e 1284 0x3257d0 104 https: //187.95. 123, 179: 449 brio 1 WINDOWS7_W/617601.0CE242D3 10E SCDCEF 2088 132FB9B404/1fo3fXU03mig 1yUGm 74y,
==
i B svehostexe (3068) Pribd 0x321f78 234 https: //187.95. 123, 173: 443 o1 WINDOWS7_\61760 1. 0CE 242D 3 10E SCDCEF 258 132FBD9B404/ 1 jt4tA 24z TEEPBIr 209N6QSUE M xjudos/
= Searchinderer.exe ’ Ox3ad698 210 https:/f130.215.52. 165:443joro L\WINDOWS7_\W61760 1.0CE242D3 10ESCDCEF 268 132FBD9B404/64/pwarab DPST /orowser |
277 svehost.exe Ox3ca0cl 216 https://187.95. 123. 179: 449 ono L WINDOWS?_W6 1760 1.0CE242D3 10 SCDCEF 20681 32FBDIB04/1/4zKezkYHenZhTCniUcOZudy/
[ General [ statistics [ perfor
57 sppsve.exe Ox3cbed3 178 htps://187.85. 123, 173: 445 b0t WINDOWS7_/61760 1. DCE 24203 10E SCDCEF 2088 132FBDOB404/S sing/
57 wmpnetuwk.exe 9]Hice free regions 0x11d8388 178 htps: //187.95. 123, 179: 449 o1 \WINDOWS7_W/51760 1.0CE 242D 3 10E SCDCEF 288 132FBD9B404/5 dinj/
57 Isass.exe 0x13ch668 204 https: //187.95. 123, 173: 443 o1 WINDOWS7_W61760 1. 0CE 242D 3 10E SCDCEF 2058 132FB9B404/1/cL FOEEK30WIdomxg 1/
= Base address Ox2236810 136 9:\Uhttps: /187,95, 123, 179:48/ono 1 WINDOWS_W6 17601, 0CE242D3 10E5CDC
e 12000 0x22361F8 210 https: //187.95. 123, 173: 449 b0 LWINDOWS 7_W6 1760 1. 0CE 242D 310E SCDCEF 283 132FBDIB404/64/pwiarab /DPST forowser |
! >
= * 0x22371d3 a2 https://187.95. 123, 179: 449 )pn0 L WINDOWS 7y
>
@ cchtiosCete g"igggg 0x2e373b3 208 hittps://191.242. 178.210: 44 /ono 1 \WINDOWS7_W617601.0CE 24203 10ESCDCEF 2CB5132FED0E404/ 10/62/ATHNIDGEWCUP/1/
winlogon.exe > Dx
4 explorer.exe > 0xb0000
& vmtaolsd.exe ; “";“D”“
>
T Autorunsés.exe Oxelboo
> Dxe0000
158 ProcessHacker ge > 0xf0000 Selectthe hollowed out SVCHOST
4 M wireshark.exe, > 0x100000 Memory > STRINGS > Filter > Filier on
M dumpcap fre > 0x170000 any http /https /449
[ notepad=+-/exe > 0x180000
L& : > Dx 120000
=7 suchost.exe > 0x160000
=] suchost.exe * 0x1<0000
57 suchost.exe ’ 0x320000
: » Dx 120000 < i
s a0
CPU Usage: 5.13%  Physical memory: 1 > Dx2F00D Filter
> Me3N0N0

Tehdit Vekt NN DI 8 SNHSt SNA OLYRAOIG2NI 2F / 2YLINRYA&SaA
bilgileri:

5.104.41.188 62.141.94.107 71.94.101.25

68.109.83.22 69.57.26.30 71.13.140.89

91.235.128.186 94.232.20.113 07.175.127.147

115.78.3.170 149.154.71.206 158.69.177.176

185.251.39.106 187.190.249.230 195.54.163.91

197.232.50.85 198.100.157.163 207.140.14.141

31.179.162.86 42.115.91.177 47.49.168.50

54.39.167.242
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Emotet C2
— g ! Emotet Infected System(s)

Pushes TrickBot Payload
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o

Emotet was delivered to the The computer became
victims' computers via emails ;i vulnerable and was offered
that contained a malicious link } for hire to other criminals to
or an infected document. install other types of malware

Emotet opened doors for:

&

Information Trojans Ransomware
stealers
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The Emotet Attack Chain

@>>@>

Phishing Word Macro Launches
Email Doc PowerShell Command
Downloads
L1 1 |
C /B > ﬁ TrickBot Trojan

EXE ---> B Downloads

Ryuk Ransomware
Downloads

— Steals info &
Emotet > m sends to C&C server
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3] VirusTotal X +
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= > VIRUSTOTAL Q 88
SUMMARY  DETECTION  DETALS  RELATIONS  BEHAVIOR COMwN'TY
v

62

b1f76c4b751b1dc78b0f8aB169097459e2ef1e8b8e5fff2c1328f1f29df425f1

b1f76c4b75fb1dc78b0f8a8169097459e2ef1e8b8e5ff2c1328f1f29df4251.bin 9
2020-06-25 05:39:27 UTC @
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% Process Hacker [ruveyda-PC\ruveyda]+ (Admini:

Hacker View Tools Users Help
ﬂ Captunng from Local Area Connection e i = S
o= - — e o e “% Refresh (2 Options ‘ Search Processes (Ctrl+K) O
- || Processes [ Services | Network [ Disk |
il g e *xc @ =F 34
- : q =227 35 Name PD CPU VOtotal.. Pri*
(W] aoply a display fiter ... <Ctrl-/> Erias 2500
No. Time Source Destinat{ [27 sppsvc.exe 2964
2133.. 2461.779228  149.154.167.91 10.0.2| [l svchost ke 3008 003 5
2133.. 2463.602273  fes0::fo » T ' =
—— — = — 87 Isass.exe 504 015
2133.. 2466.616660 fes0::f@ac:lcaf:5ad.. 102:: E] i sz
2133.. 2469.641135  fe80::f@ac:lcaf:5ad.. £f82:: 8 winlogon.exe 428
A 4 4 explorer.exe 22 057 3
(<] Telegram.exe 2304 023 17
< " 4 € chromeexe 2856 083 227kB/s
b Frame 1: 60 bytes on wire (480 bits), 6@ bytes € chrome.exe 2636
 Ethernet II, Src: RealtekU 12:35:02 (52:54:00:1 € chrome.exe 2312 1
<1 il € chromeexe 2020 E
98 00 27 54 24 ea 52 54 0@ 12 35 02 08 00 4 € chrome.exe 884 1‘
@8 28 5c 14 @@ 28 40 06 c3 of 8e fa bb a3 ¢ € chrome.exe 3980 5i
02 Of @1 bb c@ c6 88 4d 0@ 81 62 cb b6 77
%30 £f £f 75 14 00 00 00 00 00 0O 00 00 4 M Wireshark.exe 3136 798 294 B/s SZE
A dumpcap.exe 3876 007  250B/s
B ProcessHacker.exe i e |
4\ b1f76c4b75fb1dc78bOf8... 4804 77.88 ‘
@ 7 Local Area Connection: <live capture in progress> [ wermgr.exe 27124 003 8 |
< [t ] »

CPU Usage: 100.00% Physlcal memory: 1.34 GB (67.25%) Processes: 51
216PM | |
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